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Software Security Overview

» Security is a 'risk management” with the most basic
expression.

» Secure software refers to that has been designed from
the ground up with all security processes, enhanced with
security checks, and completed with security tests.

» Software security is based on intfernationally accepted
methods.

» It's not a one-time process
» Inreality there is no %100 secured software



Software Security Overview




Methodologies

» OpenSAMM (Software Assurance Maturity Model)

» SAMM is an open framework to help organizations formulate and implement a
strategy for software security that is tailored to the specific risks facing the organization

» As an open project, SAMM content shall always remain vendor-neutral and freely
available for all to use

» SAMM was defined with flexibility in mind such that it can be utilized by small, medium,
and large organizations using any style of development.

» SDL (Secure Development Lifecycle)

» SDL is a software development process that helps developers build more secure

software and address security compliance requirements while reducing development
cost

» Developed by Microsoft Security Technology Unit.

» The ability of an application to be included in the SDL process depends on the use of
the application. If an application needs Internet access, it will be included in a process
that can contain important information.



Methodologies - OpenSAMM

» The resources provided by SAMM will aid in:
» Evaluating an organization’s existing software security practices
» Building a balanced software security program in well-defined iterations
» Demonstrating concrete improvements to a security assurance program

» Defining and measuring security-related activities within an organization

~% OPENSAMM




Methodologies - OpenSAMM

Business Functions
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Methodologies — SDL

» The resources provided by SDL will aid in:

>

>

The SDL Helps you build software that's more secure by reducing the
number and severity of vulnerabilities in your code

Incorporating the SDL into the application development process helps
meet compliance requirements and produce a return on investment
(ROI) by guiding organizations to make smart choices early in the design
process, thereby minimizing expensive inefficiencies.

The SDL systematically addresses software security during the
development phase, ensuring that vulnerabilities are more likely to be
found and fixed prior to application deployment and thereby reducing
your total cost of software development.




Methodologies — SDL

Education Process Accountability

Administer and track Guide product teams to Establish release criteria
meet SDL requirements and sign-off as part of FSR

A = l
Trainihg quirements -!es!‘g'h 'M‘Ieml“ entation lE "|‘!|!i:’a!|on | elease

e Core training e Define quality e Attack surface e Specify tools e Dynamic/Fuzz ® Response plan
gates/bug bar analysis e Enforce banned testing e Final security
° Analyze securlty e Threat modeling functions ° Verlfy threat review

Ongoing Process Improvements




Security Test Methods

» Static Code Analysis (Source Code Analysis)

» Static Code Analysis (also known as Source Code Analysis) is usually
performed as part of a Code Review (also known as white-box ftesting) and
is carried out at the Implementation phase of a Security Development
Lifecycle (SDL)

» Penetration testing options include black box, white box and gray box
tests.

» White box, or authenticated tests, target the security of your underlying
technology with full knowledge of your IT department.

> , or unauthenticated, tests closely represent a hacker attempting
to gain unauthorized access to a system or IT infrastructure to obtain and
exfiltrate data.

> testing lies between black and white. Testers will have knowledge
of some areas but not others.




Analysis Tools

» Static Code;
> SOI’]CII’QL{
» HPE Fortify
» Telerik Plc
» Pentration
> Acc_,,'b
> HPE We
» OW j-*
> Soob [

i o
..Jl ! e

» Fuzzing Tools



Auditing — Fortify SCA Visual Studio

Dd Contoso Times - Microsoft Visual Studio
FILE EDIT VIEW PROJECT BUILD DEBUG TEAM TOOLS  TEST

< I |fﬂv"ﬂd"| - -|}GoogIeChromEv0va
Analysis Results

=EiwEE = -

APPEBUILDER  AMALYZE

FORTIFY  WINDOW
-

HELP

@, UpdateMews(object sender, | +

-

Filter Set | Quick View

14 5 0 0

Group by |Categ-:r:.r v |

#-{_] Cross-Site Scripting: Persistent - [0/ 11]
5[] SOL Injection - [0/ 3]
i---.. Editltermn.aspx.cs:532 (Shared Sink) - [0/ 3]
@l from Edititemn.aspx.csidl
| from Editltem.aspx.cs:42
wl from Editltem.aspx.cs:43

Recommendations

txtSubtitle. Text
txtBodyText.Text

dtNews.Rows[B]["Subtitle"].TosL
dtNews.Rows[@]["BodyText"].Tod o

}

protected void UpdateNews(object sender, Eventirgs e)

{

string title = txtTitle.Text;
string subTitle = txtSubtitle.Text;
string bodyText = txtBodyText.Text;

int ItemID = -1;
if (int.TryParse(Request.QueryString["ItemID"],cut ItemID))

1
string updateQuery = " UPDATE [News] SET [Title]="" + tit

using (SqlConnecticn connection =

1

new SqlConnection{WebCc
SqlCommand command = new SglCommand(updateQuery, conr

command.Connection.Open();
command . ExecuteNonQuery();

- 0 x

Fecommendations: -

The root cause of a SGL injection vulnerability is the ability of an attacker to change context in the SQL
query, causing a value that the programmer intended to be interpreted as data to be interpreted as a
command instead. When a 50OL query is constructed, the programrmer knows what should be

Analysis Evidence

+-€ » External Entries

) Editltern.aspx.cs:41 - get_Text(return)
22 Editltem.aspx.cs:41 - Assignment to title
2() Editltern.aspx.cs:48 - Concat(1 : return)
2() Editltern.aspx.cs:48 - Concat(D: return)
1) Edititern.aspx.cs:48 - Concat(0 : return)
1) Edititern.aspx.cs:48 - Concat(0 : return)
() Edititern.aspx.cs:48 - Concat(0 : return)
#() Editltern.aspx.cs:48 - Concat(0 : return)
3["] Editltem.aspx.cs:48 - Concat(0 : return)
12 Editltem.aspr.cs:48 - Assignment to updateQuery

() Editltem.aspx.cs:52 - SglCommand()




Auditing — Fortity SCA Workbench

DAFORTIFY fpr\HP_POC.fpr
File Edit Tocls Options Helg

ISummary | Audit Guide | Scan | Reports

Filter Set: |Securit}rAuditor\fiew vl [] My Issues In 2 Classl.cs =2 = 28 F Functions 53
Mo @7 |lo|[CJz2].. @]
[I-i;ﬁi{?]li:lden(ﬂ] Removed (0) Suppressed (D)

~

Fff <summary> Show: |AII
SFS The main entry point for the application.
J4Y </ summary>

[STAThread]

static void Main (string[] args)

i

[PV SO

Group by: | package

Group By: |Categor}r v|

oo

4 [ Password Management: Hardcoded Password - [0/ 4]
wi Classl.cs:22 (Password Management: Hardcoded Passwor
wl Class1.cs:27 (Password Management: Hardcoded Passwor

/S /5et the connection string for the database B3 Samples

string connectionstring="Initial Catalog=TestCatalog: EE S)rster‘n

string tainted guery= "Select name=" + args[l].Clone () £ System.Data

- 2} System.Data.Common
//Create Connection and open it 3 System.Data.5qlClient
System.Data.S5glClient.S5glConnection conn = new SglComn
conn.Open ()2

[SERTFIE]

[

wi Classl.cs:29 (Password Management: Hardcoded Passwor
wl Class1.cs:31 (Password Management: Hardcoded Passwor
a [ SOL Injection - [0/ 2]
wi Class1.cs:29 (SOL Injection)
wi Classl.cs:231 (5CL Injection)
4 [ Unreleased Resource: Database - [0/ 1]
wi Class1l.cs:24 (Unreleased Resource: Database)

B W KO

&

ffCreate an adapter object with a clean string
SglDatalbdapter adapter = new SglDatalidapter ("Select em
/S /Creacte an adapter object with a directly tainted scr
SglDhatafbdapter adapterl = new SglDatafidapter(args[l1].
S fCreate an adapter object with a =tring contructed fr
SglDhataldapter adapter2 = new SglDatalidapter(tainted g

BORRORR R RN

< >

O oW

F=x Advanced...

[TV VR PV 8]

W ke

F Analysis Bvidence i3 <§) = B J//Create a dataset object and fill the walues from Emp|.,
() Class1.cs:16 - Main(0) < m >
2” Class1.cs:20 - Clonelthis : return)
#() Class1.cs:20 - Concat(1 : return) Sum... F Details F Rec. F Hist.. F Diag.. ¥  F Scre.. F Filters F Wamn... = B8
2” Class1.cs:20 - Concat(D: return)
:= Classl.cs:20 - Assignment to tainted_query
2{) Class1.cs:31 - SqlDataAdapter(0) Sample1.Main |

Class1.cs:31 (SQL Injection)

(&{) Main(0) 16 ) =rc
F() Clone(this : return) 20__3
#() Concat(1 : return) zc-__j
() Concat(0 : return} 20_)
= Assignment to tainted_query 2-:D

{=() sqlDataAdapter(0) 31_) sink




Auditing — Fortity SSC Portal

—

Hewlett Packard Dashboard
Enterprise

Application Risk Management
all 1ssue Stats = Chart B Table [»* Trend

Issues Remediated ©@ Issues Pending Review @ Application Versions @

& o & 84 €7

Average Days to Review Open Issuas 7 Files Scanned

n Open Issues Reviewed Lines of Code

Average Days to Remediate

Group by 5 attribute Aggregate by ect attribute Filter by Select attribute
Issues Pending Avg Days to Avg Days to

Application Version Files Scanned Lines of Code Bug Density Open Issues Review Review Remediate

36.7 138 0




Auditing — Fortity SSC Portal

——

Hewlett Packard Dashboard
Enterprise

Application Risk Management

_all Issue Stats =" Chart BB Table |~® Trend

Group by Select attribute Timeline Filter by Select attribute

Reviewed © Pending Review

w 4 results by Application Version

ARKAS_AIR - DEVHD1
Active Development

ROTA SPA PROD1
Snapshot Date: 04/17/2017 9:56:34 AM

100%

63 0f63 100%
Reviewed Findings Reviewed

Audit




Auditing — SonarQube

sonarqube Dashboards = lssues Measures Rules Quality Profiles Quali

PROJECTS
Hotspots by Critical Issues

BulklnsertHelper.cs
StringResourcesDALC.cs
YnaExcelHelper.cs

¥YnaSqlHelper.cs

YNADEV PIU Y cimusienn i anap

) AppeieAmmti-x--

Events All

05.05.2017 Version 1.0

28.02.2017 Quality Gate Green (was Red)

11.11.2016 Quality Profile Changes in ... .. JPSonarExtend"’ (C#)

01.11.20 Quality Profile Changes in 'Yl..— .. _PSonarExtend" (C#)
Quality Profile Stop using 'Sonar way' (C#)
Quality Profile Use "¥naDevQPSonarixtend' (C#)
Quality Gate Red (was Green)

Quality Profile Use 'Sonar way' (Web)

WERSION

LOC
63.209

117919

134,359

45,150

2.152.604




Auditing — SonarQube

sonargube Dashboards = Issues Measures Rules Quality Profiles Quality Gates More -

C

Type
Bug
Vulnerability

Code Smell

Resolution

| Unresolved Fixed

False Positive 31 Won't fix

Remowved

[ severity
[ status

[ mew Issues
O Rule

[ Tag

[ Project

] module

O Directory
O File

O assignee

[ Author

1=] Admer

‘ModulAgaciDAL ModulAgaciEkle(long, string, MotificationList)' declares a variable, 'modul_agaci_id', of type "stri

Code Smell> & Major= @ Confirmed~ Mot assigned = 10min effort Comment

Yliawey

‘SabitVeriDAL.SabitVeriTipiEkle(string, string, string, string, MotificationList)' declares a variable, 'eklendiMi’, of ty

Code Smell> @ Major~ & Confirmed Mot assigned =  10min effort  Comment

‘SabitVeriDAL.SabitVeriEkle(long, string, string, string, string, MotificationList)' declares a variable, ‘eklendiMi’, of

Code Smell> @ Major~ & Confirmed » Mot assigned =  10min effort  Comment

e mr . e [T R

The query string passed to 'OracleCommand.OracleCommand(string)’ in ‘StringResourcesDALC.StringResourcesD
from user input, consider using a stored procedure or a parameterized SQL query instead of building the query

Code Smell » & Critical > & Confirmed = ﬁ! ., ™ 10min effort Comment

The query string passed to 'OracleCommand.OracleCommand(string)’ in ‘StringResourcesDALC.StringResourcesD

from user input, consider using a stored procedure or a parameterized SQL query instead of building the query
Code Smell > & Critical » & Confirmed « E = ™  10min effort Comment

T woannansmpment |=| AKTAIMTTIAF I sG 1 iy i

‘Algorithm.beklemeZamaniKiyasla(BookingSeferMaliyet, BookingSeferMaliyet)' appears to have no upstream pulb

Code Smell~ @ Major & Confirmed ~ Mot assigned =  45min effort  Comment



Auditing — HPE Weblnspect

B HP webInspect™
fle  Ect  View TJook Scan AP Heb
Start fResume | Pausa _) New + [ ZiOpen ~ |,

Home: hitpe:/ i
Site Scan Info L o
- e G Ve Teon San G
¢ ber ;
i1 g(—) ;» 'ncl_z [notes : ) Mew < G0pn = (4 ComphanceManiger [ Pobcy Manager 5] Pagant (3 S0dde \) Smaipdace
= - tamet | 5 : . - ; 2o
o @ oroups & Traffic Monisar S/ Ravne U8 Povse 10 g 1B Avit | G Pascn. -
4 Srresudiremin b,
+- [ Mapaivied e
ssion Info
» @0 | =
o = 31 P y .
S ELJ strcPJ Host Info 211 Audit @ o 21171 - ; 5 =
2 B0 M "4 P3P Infa Abtacks Serk: S e | $ 2t s e Ste
B> (Query) IocService Vg st : e ¥
» ¢ g 3 nax Tssuss: VI s
J (Query) IccService Network 53 o -
" d . oent:
B (Query) dcService Venfied: 0 of 746 Agent:

Vg
Total Requests: "‘3 e

£4 Corpliancs Manacer £ Policy Mansgsr [Tl Report (< Scheduls A\ Smart Update

PESC 2o webappsecty com A

| Smart Actod: 42 of 2102 1 RKates: Ruysning
Not Detected
Fefixtion Auditod:06(0 2 : Client: FF

[¢ ] Centifices

ML (Query) 1écservice L Comments VL] sk oo

[5> (Query) lecService
Eﬂ (Query) 1dcService
LS (Query) JocService
B> (Query) ldcService
Bﬂ (Query) JdcService
9 (Query} 1dcService
EIS (Query) dcService
E{) (Query) lccservice
BILS (Query) ldcService
ES (Query) TdcService
U (Query) 1dcService
IS (Query) 1dcService
E{) (Query) JdcService
B0 (Query) IdcService
B> (Query) dcservice
% (Query) 1dcService
BG (Query) 1dcService
ML (Query) 1dcservice
B (Query) ldcService

A% (Query) 1dcservied

BD (Query) 1dcService
B> (Query) IdcService
AL (Query) Idcservice
> (Query) ldcService
LY (Quety) dcService
0 {Query) lccService
B> (Query) IdcService
BD (Query) IecService

2 Fals=Positives
(o Cooldes

&8 E-mails

[} Forms

4 Hiddens

‘x} Scripts

{4 Broken Links
(3 OFfsite Links

s Farameters

Faled Requests:
Sarpt Inchodes:
Macro Requasts:
404 Frebas:

404 Check Redrects)
Yenfy Requests:
LoQouts:

Bytes Sent:

Bytes Received:

' g

|Description 1 :

+I 3. Policy Enforcen
¥ Mscelloneows Frody

:3 :"' IRty
Vg 2o [3Asax Vulaerabilities
R o oy RlCestcen
S ooy v/ Commerny
W oonpies PO,
VE O™ Lo Cosiim

<
VY marager [Ifews ks 2
I s b Jasadd trecet “n Meswm Cow
VG srons O
VY vas 1

" ke
VR e x
g S Mtelng
WiS arpt>sent{TRADCY <& W Paranaten
VD et
VY enwngies
V0 ot Henter Setan
VD e ravdnek Query Pacen
D feedas s Server Indede
V) Sorgen passmond hend Cetoeitiesd,
VL3 forgomiencommnird send | Crows St soreeng
V) reo et | pestavectes
D rdenre Cothie bectan

Caywind Savoy

1% tploratony

i

Misch Type

cooocowoy@
oloniu@l

“oooooe-al

R

rielolve oo ee ol
wlolw o olele oen

I

=

Duration:

Policy:

Deleted Rems:
Crawl

Hosts:

Sessions:
Audit

Attacks Sent:

Issuves:
Network

Total Requests:

Faded Requests:

Script Iadludes:

00:36:22
Kandacd

VN resdmetat
V3 redee e
4 @ Crocwi (35 20m)
A Doy Overfow (3 mem

-

o G Mbne: (v beb eaonencial me-243




Auditing — Acunetix WVS

O =| % | &= =0 | [ report | J2 | startURL: [httpefftee oo
Scan Fesults iz Alerts summary S alerts
& Scan Thread 1 ( http! _ _
= [llilg Web Alerts {9) S ocunehx thraat level Acunetix Threat Lewel 2

ASP.MET error message (1) L | 2: Medi Zne or more medium-severity type vulnerabilities have been discovered by the scanner. You should investigate
eve Medium

User credentials are sent in dear text {2)
ASP.MET version disclosure {1)

Clickjacking: X -Frame-Options header missing {1}
Error page web server version disdosure {1)
Microsoft IIS version disdosure {1)

Password type input with auto-complete enabled {2) Total alerts found

owledge Base @ High

ite Structure & Medium

/! g Low

ZD ads Informational

5y images

sbout.aspx 5| Targetinformation http " i
comments. aspx [ statistics 164 requests

default.aspx
index.php
login.aspx
readnews.aspx
robots. txt
rssfeed.aspx

-1-1-1-1-1-1-

f@ﬂﬂﬂﬂﬂﬂﬂ

D
Ib:n

Scan time 1 minutes, 5 seconds
Mumber of requests 164

Average response time 234 66 milliseconds
Scan iteration 1

-3

£ blolololbloloololo!

signup. aspx Response time history

styles.css

Variation 1 for user-agent
[&] cookies

Progress Scan is finished

Port scanner Finished
Crawler Finished
Files found 11
Directories found 2
Wariations found 28
Scripting Finished
Idle
Idle
Idle
Idle
Idle
Idle

IAla




Preparing Analysis Results

» All findings that obtained from automated tools or manual analyzes are
reviewed by security auditor before assigning to developer.

» False positives.

» Unrelated codes etc. R vlon Teiting Report

» Reports are generated with below main headings;
» Security Level
» Owasp Category

Type of Evidence

Effect of Evidence

v v v

Complete Analysis of Steps
» Base Solutions

» Thereport that prepared with above details are sent to team and
technical leaders after encrypted with PGP



Sample Analysis Results - Executive

BiMAR BiMAR

BULGULAR

etim Roporu

Sayin Yetkili, o T ;D , Uygulama Hata Mesajlannin Gasterilmesi

3
Bu rapordz “xyz.com” sitenizin blackbox/graybox penetrasyon denatimierinde tespit edilen bulgulara », Pre rs/-,':lﬂngg Gizli Kullanioi Bilgilerinin Form Dzerinden Okunabilmesi
- Trg gy

iliskin goziim ve aneriler genel bir degerlendirme ile sunulmaktadir. Gelistiriciye nasil yapmasi s}, Fay, L
N £z N ¥ ¥ap ”"Is. Sl aﬂé@, : Syl - Oturum Y@netimi va Kullammi
B 3 o

gerektifinden gok, yol gdsterme nitelifindedir. T i nde Uzants Kontrol
sya Yikleme islemierinde Uzanti Kontrolid

Bu denetim ve analiz calismasi kapsaminda asagidaki calismalar gergeklestinlmistir;
~=ipde Sifre Kirma Ataklzrnna Karg Zayif Yapi

Penetrasyon testi igin kapsam belirlenmis, kullamiclacak araglar sunucu yapisi, isleyisi we' se:‘:’l."spgq, ESC - o . )
islevsalligi ilk planda tutularak ve garsksinimler gbz dnine alinarak yapilandinlmistr. Ote, "ty Se, I?esW A/E/vr S by 0 ! Fawf Zararl Karakter Kontrolleri
Sunucuda pasif nitelikli taramalar yapilarak, uygulamanin calismg eldegu sistem hakky I?% " & R, &P/@SS e 0 Sep- The

snlamdz bilgiler edini mi;tir.| / z e,

Penetrasyon testleri yazihmsal ve mantiksal olarak iki azamada ele alinmigtr.

Her tast “Uye Girisi Olmadan” ve “Uye Giris Yapilarak” 2n az yetki ve normal yetkil

denenmis, sonuglar raporlanmistir.

Sunucu Uzerinde herhangi bir gereksiz yik yaratmamak adina testler “00:00 —OF

srasinda, bir seferde yanhzca tek bir yazihm cabstinlarak test edilmistir,

Tim testlerde en az zaran verecek veya hig bir zaran clmayan betikler denenr

Otomatik araclardan dretilen sonuclar hatal bir bulgu igerebileceginden tekr

ve tekrar eden durumlar tek bir madde igerisinde dzetlenmigtir, /

Yontemiile

“wyz.com” sisteminde yapilan incelemelerde genel olarzk “Veri Girisi Kontroli, PY
mekanizmalaninda eksiklikler bulunmustur. Bu bulgular “YUKSEK" seviveli Yetki F 2
KOD/Sistem Yapisi COoziimleme zcikliklar yaratmaktadir. Testler sonucunda sis o
hakk: edinilebilmistir. 4

/

Bulgu Ozeti:

1 Hata ydnetimi eksik yapilmaktadir, sistem ve kod yams hakkind
Tim kullamicilann sifre bilgileri kelaylikla elde edilebilmektedir.
Dosya yikleme agamasinda herhangi bir uzanti kentroli tespit edilenizm,., » LAR
_Dturum ;c:re: bilgilerinin szyfa icerisinde direkt kullan.dlél espit edilmistir. ) . . Jrisction At=kian
Sisteme “Gi a k mekanizmasi spoofing

ama

/oss &ite Scripting Atzkan
DISCLOSURE — Dizin Yapasi Cozdmileme Atsklan
FER OVERFLOW — Hafiza Tagirma Ataklan
0. Cookie bilgilerinin giivenligi saglanmamist I.._ {EGER OVERFLOW — Uzun ve Sayizzl Olmayan Gagersiz Karakter Ataklan
11. Sisteme ait sertifika bilgileri eski ve araya sizma saldinlanna kars zayif bulunmustur. MFORMATION DISCLOSURE — Sistem Silgi Edinme Ataklan
12 Hatali ASP.NET konfigirasyonian givenlik agi# yaratabilecek bilgileri agka vurmaktadir. DS — Servis Digs Birakma Saldinlan

‘Yukanda yer alan ve 12 ana kenu baghgi ile ifade edilen bulgular azagidaki gibi siniflandinimistir, CORS - Cross-Ggigip, Resource Shaging / Dis Sistemden Site Igarigi Gérintileme

YU mm SISTEM PARAMETER TAMPERING - Bozuk ve Degistirilmiz Pzrametre Zzldinlzn

Saygilanmzla,

IMurat KAYA

Yazihm Glvenlik Uzmani

Bimar Bilgi islem Hizmetleri A5,




Sample Analysis Results - Annudl

BiMAR

Test Sonuglarinin Demografik Gosterimi
01 KASIM 2016 - 15 ARALIK 2016

sisTEM

wOOs0K

TOPLAM ACIK SAYISI

| |‘.I I I‘. | I




Sample Analysis Results - Developer

SEVIYE YUKSEK

BULGU Uyzulama Hata j Gosterilmesi

ETKi Bilingli olav_ak sistefne gbnqerilen »hatah pa.r.amezrel-er il? sistem ve uygulama igfev‘(;x hzkkinda bilgi alinabilir, \articularlg.r saL InJEdan, are common in web applicaﬁons. |n]EdlD|’1 occurs when user-

2tak bu hata mesajlanina gore bicimlendirilip daha tehlikeli saldinizr denenebilir. : . L

ent to an interpreter as part of a command or query. The attacker’s hostile data tricks
executing unintended commands or changing data.

ANALIZ

Parametre bekleyen sayfalara, herhangi bir parametre ganderilmediginde sistem hataya digmektedir.

: autodisel)
%: Read £.rows[].cells['1"] from _createUI
JFROJECTS /BIMAR I3 UYGULAMALART /™™™~
; veomE Lt ) _WebCli=

\ient /RadConsrols/3cripts/Hindow/Radiindow

Sifre degistirme szyfasindz {difer benzer szyfzlarda da) sistem ha
gondermese de "Browser Console” Gzerinden hata mesjlan gorlng,
1'] from _czeas-TI
wp - licatien
nt/Radfonsrols/Scripts /Window/Radiindow

Sink: sesTimeous (D)

Baclosing Method: 4()

Source: Read document.cookic from _getOnlyCook:
) In D:/PROJECTS/BIMAR IS UYGULAMATART /...

. mmm e
ant/WeblLiiencsadlontrols /Scripta,/Window/RadiWinds
wHanages.i=

Analysis Info
Web.sonfig dosyasinds; “sustem &rrer” mekanizmas: devreye alinmali. <gampilarion debug="trus\ RadWindowManager. js:211 Sink: Assignment to document.cookie
olzarzk set edilmeli. Hatz yénetimi metotlar uygulanmali. Hicbir parametre n yuz ve kod tarzfinda k. Boclosing Method: setRadWindowCoockie()

: ; 2 Source: Read document.cookis frem getOnlplesks
e ver 1] L ell. =
1 VRIRBRO0IE € ) Im D:/PROJECTS/BIMAR IS TI¥ENTAMRTART/ —
) r— e L TP ¥ 3
MSDN Onerileri: https://msdn.microsoft.com/en-us/library/hOhfz6fc{v=vs.85).aspx =nt /WebCliens/RadContzols/Sccipts,/Hindow/RadWindo

wManages.j=:185




Managing Vulnerabillities

» TFS ( Team Foundation Server )
» Just «criticaly vulnerabilities
» Automatically opened «Bugy type workitems
» «Highy priority

» HPE Fortify SSC (Software Security Center)
» All vulnerabilities with categorized dashboards
» All kind of reports can be generated
» Historically scan results and metrics

» Automatic/Manual assigment to feam members






